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https://www.habitatadvocate.com.au/?tag=crash-involving-truck
https://creativecommons.org/licenses/by-nc-nd/3.0/
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About me slides always feel m\narcisisstic
i ' \\



http://flickr.com/photos/striatic/2191404675
https://creativecommons.org/licenses/by/3.0/

Let’s get started

I’m not GreatScott though



This is a “Come with me
on my journey through
fighting with this for
twelve hours, so you only
have to fight with this for
10 hours if you want to try
it too.”
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Spoiler: We don’t
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sideload anything



https://www.tasnimnews.com/en/news/2016/07/20/1135198/boris-johnson-grilled-over-past-outright-lies-at-uneasy-press-conference
https://creativecommons.org/licenses/by/3.0/

So what are we
doing?

\
With the
Who has a And it needs And worst And it asks
Bluetooth or probably an password And no MFA for too many
g : an app : .
WiFi device account policy permissions
imaginable

v







Victron solar charger

_.0s00ea 3
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Anova

App from Play store

Needs an account

Wireless functions are paid for
new subscribers

Older models, despite still
working are getting removed
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www PricesAl

So what is a < T —_—
poor orphan a5 o |

boy to do

This Photo by Unknown Author is licensed under CC BY


http://www.flickr.com/photos/gerrythomasen/9383266674/
https://creativecommons.org/licenses/by/3.0/

Reverse engineering!

° <Th at meme > What-do we want? UVXY to go up
@o @] *i: j ‘i 3
How does it go up? When S&P is down

@/o DD

If S&P is down today NOBODY
will it go up?

¥, uuy

| was going to make this an actual slide, but honestly, this is better
than anything | could make.




We’ve got two options

Decompile Android APKs Sniff traffic from the apps And | suck at Java
from an Android device



“But Mike, how do

you capture
Bluetooth traffic off of
an Android phone?!”

I’m glad you asked



. '__,_;:;"g..‘.'




Introducing extcap!

WIRESHARK/TSHARK
SUPPORT EXTCAP

IT’S AWAY OF
ADDING EXTERNAL
CAPTURE AND
LOG SOURCES

LIKE REMOTE-
SSHDUMP

OR CISCODUMP

®

HTTPS:// WWW.WIRE
SHARK.ORG/DOCS/
WSDG_HTML_CHUN
KED/CHCAPTUREEXT

CAP.HTML



https://www.wireshark.org/docs/wsdg_html_chunked/ChCaptureExtcap.html
https://www.wireshark.org/docs/wsdg_html_chunked/ChCaptureExtcap.html
https://www.wireshark.org/docs/wsdg_html_chunked/ChCaptureExtcap.html
https://www.wireshark.org/docs/wsdg_html_chunked/ChCaptureExtcap.html
https://www.wireshark.org/docs/wsdg_html_chunked/ChCaptureExtcap.html

The simple example, capturing wifi

This part is on your computer




Androiddump supported sources

Logcat Main (binary [<=Jelly Bean] or text)

Logcat System (binary [<=Jelly Bean] or text)

Logcat Events (binary [<=Jelly Bean] or text)

Logcat Radio (binary [<=Jelly Bean] or text)

Logcat Crash (text; from Lollipop)

Bluetooth Hcidump [<=Jelly Bean]

Bluetooth Bluedroid External Parser [Kitkat]

Bluetooth BtsnoopNet [>=Lollipop]

WiFi/Ethernet tcpdump [needs tcpdump on phone]



We only care about BtSnoopNet

It’s the modern
Bluetooth HCI capture
mechanism

Enabling it is a delicate
ballet

With snakes With arms




Capturing Bluetooth HCI| on Android

Bluetooth settings

Find Bluetooth
developer HCI snooping
options toggle

i i - -



Here’s how it works

&

TURNING SNOOPING OFF RESETS TURNING SNOOPING ON STARTS TURNING BLUETOOTH ON MAKES
THE CAPTURE STATE CAPTURE THE SETTING TAKE EFFECT




Sq how does Self-Operating Napkin
Wireshark +

BTSnoopNet work?

BTSnoopNet
writes packets to a
file in the system
tree

Wireshark invokes

extcap with a host AN s§*‘§ !
and port :



https://en.wikipedia.org/wiki/Rube_Goldberg_machine
https://creativecommons.org/licenses/by-sa/3.0/

What does BtSnoopNet do?

i T L

ITWRITES TO A FILE IN A ROOT- SO THAT MEANS... TO USE IT YOU NEED ROOT!
ACCESSIBLE LOCATION.



Let’s pretend we
don’t have a rooted
device

e Can we still do this?

LCTTy
N 0
»

WAR PROCUCTION CO-OROINATING CONMITTEE




( )

Bug reports are non-privileged actions

HOW dO we get But will contain HCI snooping logs if enabled

the logs of?  EEAEEII
oo s




But we’ve got them!

UNPACK THEM FROM THE DRAG AND DROP INTO
BUGREPORT ZIP WIRESHARK!



£ btsnoop_hdi.

log

File Edit View Go
AODA© R BERE AFe>EFIEE aaamm

M bluetooth.src == a5:c2:37:27:52:83 || bluetooth.dst == a5:c2:37:27:52:83

No.

-

(v v v

Time

3101 365
3104 366
3166 366
3167 366
3168 366

3114 367
3116 367
3117 367
3118 367
3119 367
3121 367
3124 368
3126 368
3127 368
3128 368
3129 368

3136 369
3137 369
3138 369
3139 369
3141 369
3144 370
3146 370
3147 37@
3148 370
3149 370
3151 37@

Bluetooth

.630241
.310241
.410352
.459482
.460784
31689 366.
3111 366.
.321437
.3850e5
.386884
.387686
.480961
.580322
.357923
.457909
.506788
.508974
.601760
3131 368.
3134 369.
.384180
.387669
.388979
.471201
.530210
.335235
.407829
.410765
.412005
.492216
.553543
3154 371.
3156 371.
3157 371.

519867
6085200

701472
313973

301792
382912
431784

Capture Analyze Statistics

Source

a5:¢2:37:27:52:
OnePlusTech_21:
a5:¢2:37:27:52:
a5:¢2:37:27:52:
a5:¢2:37:27:52:
OnePlusTech_21:
a5:c2:37:27:52:
OnePlusTech_21:
a5:¢2:37:27:52:
a5:¢2:37:27:52:
a5:¢2:37:27:52:
OnePlusTech_21:
a5:¢2:37:27:52:
OnePlusTech_21:
a5:¢2:37:27:52:
a5:¢2:37:27:52:
a5:¢2:37:27:52:
OnePlusTech_21:
a5:¢2:37:27:52:
OnePlusTech_21:
a5:¢2:37:27:52:
a5:¢2:37:27:52:
a5:¢2:37:27:52:
OnePlusTech_21:
a5:c2:37:27:52:
OnePlusTech_21:
a5:¢2:37:27:52:
a5:¢2:37:27:52:
a5:¢2:37:27:52:
OnePlusTech_21:
a5:¢2:37:27:52:
OnePlusTech_21:
a5:c2:37:27:52:
a5:¢2:37:27:52:

Frame 2919: 19 bytes on wire (152 bits

83

83
83

Telephony  Wireless

Destination

(.. OnePlusTech_21:03:
03:6..
(.. OnePlusTech_21:83:
(.. OnePlusTech_21:83:
(.. OnePlusTech_21:03:
6.. a5:¢2:37:27:52:83
(.. OnePlusTech_21:83:
6.. @5:c2:37:27:52:83
(.. OnePlusTech_21:83:
(.. OnePlusTech_21:83:
(.. OnePlusTech_21:83:
6.. a5:€2:37:27:52:83
(.. OnePlusTech_21:03:
6.. a5:€2:37:27:52:83
(.. OnePlusTech_21:@3:
(.. OnePlusTech_21:83:
(.. OnePlusTech_21:83:
16
(
6.
(
(
(
6.
(
6.
(
(
(
6.
(
6.
(
¢
)s

a5:¢2:37:27:52:83

a5:¢2:37:27:52:83

.. OnePlusTech_21:03:
... a5:€2:37:27:52:83
.. OnePlusTech_21:03:
.. OnePlusTech_21:03:
.. OnePlusTech_21:83:
.. @3:€2:37:27:52:83
.. OnePlusTech_21:03:
.. @5:€2:37:27:52:83
.. OnePlusTech_21:03:
.. OnePlusTech_21:03:
.. OnePlusTech_21:03:
. 85:€2:37:27:52:83
.. OnePlusTech_21:03:
. a5:€2:37:27:52:83
.. OnePlusTech_21:83:
.. OnePlusTech 21:83:

19 bytes captured

[Source: OnePlusTech_21:03:64 (cP:ee:fb:21:03:64)]
[Destination: a5:c2:37:27:52:83 (a5:¢2:37:27:52:83)]

Bluetooth
Bluetooth
Bluetooth
Bluetooth

» Opcode:
Handle:

HCI H4

HCI ACL Packet

L2CAP Protocol
Attribute Protocol
Write Command (@x52)
©x0015 (Unknown)
Value: dda5e4eefffc77

Tools Help

[N E N Rl U Rl e e R N N R R N RN Rl N N Kl )

Protocol Length Info

. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT
. ATT

152 bits)

27
19
32
32
13
19
27
19
32
32
13
19
27
alz)
32
32
13
19
27
19
32
32
13
19
27
19
32
32
13
19
ry
19
32
32

Revd
Sent
Revd
Revd
Revd
Sent
Revd
Sent
Rcva
Revd
Revd
Sent
Revd
Sent
Revd
Revd
Revd
Sent
Revd
Sent
Recvd
Revd
Revd
Sent
Revd
Sent
Revd
Revd
Revd
Sent
Revd
Sent
Revd
Recvd

Handle Value Notification, Hs
Write Command, Handle: &
Handle Value Notifin
Handle Value Neo*+®
Handle Vali
Write

H~~

H.
Wri
Hanc
Write ~
Handle

Handle
Handle V.
Write Comi
Handle Valt
Write Commar.
Handle Value
Handle Value
Handle Value No
Write Command,
Handle Value Noti:
Write Command, Hand
Handle Value Notifid
Handle Value Notifica
Handle Value Notifica
Write Command, Handle:

Handle Value Notificatiol

Write Command, Handle: ex
Handle Value Notification,
Handle Value Notification,

000 02 e3
f fc 7.



Let’s start
with a USB
current meter

F o

File Edit

ADAde BEERE Qe=2¢ I E E QAQaQEER

View Go

Capture  Analyze Statistics

Telephony Wireless Tools

l (bluetooth.src == fd:d1:cOice:fbic? || bluetooth.dst == fd:d1:c0iccfbic2)

Jo.
1253
1262
1263
1272
1273
1282
1283
1292
1293
13e2
13a3
1312
1313
1322
1323
1332
pEEE]
1342
1343
1352
1353
1362
1363
1372
1373
1382
1383
1392

Time

180.987719
181.928018
181.928402
182.842157
182.843416
183.899815
183.908356
184.855985
184 .356498
185.823645
185.824354
186.888942
186.881509
187 .548484
187 .54969@
188.986154
188.906649
189.862256
189.862788
19@.53e113
190.838419
191.887322
191.887943
192 .566086
192.877442
193.981173
193.901629
194.891354

source
:d1:
1dl:
:d1:
1dl:
:d1:
:d1:
1dl:
:d1:
1dl:
:d1:
:d1:
1dl:
1d1:
:dl:
:d1:
:d1:
1dl:
1d1:
:d1:
:d1:
:d1:
1dl:
:d1:
:d1:
:d1:
:d1:
:d1:
2d1:

+d
+d
fd
fd
fd
+d
+d
+d
fd
fd
+d
+d
Td
fd
fd
+d
+d
Td
fd
fd
+d
+d
d
fd
fd
+d
+d
d

c@:
- H
- H
cl:
cl:
c@:
- H
- H
cl:
cl:
c@:
- H
ca:
cl:
cl:
c@:
- H
ca:
cl:
cl:
c@:
- H
ca:
cl:
cl:
c@:
- H
ca:

:f6:
:f6:
:f6:
:f6:
Hi-H
:f6:
:T6:
:f6:
:f6:
Hi-H
:f6:
:T6:
Hi-E
:f6:
Hi-H
:f6:
:T6:
Hi-E
Hi-H
Hi-H
:f6:
:T6:
Hi-E
Hi-H
Hi-H
:f6:
:f6:
:f6:

HCI Packet Type: ACL Data (@x82)

+* Bluetooth HCTI ACL Packet
. 2080 02ee 82le
] T

=]

Data

[Connect in frame:

Data Total Length: 27

= Connection Handle:
. = PB Flag: First Automatically Flushable

(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24 BLE)
(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24_BLE)
(UD24 BLE)

Destination

OnePlusTech_21..
OnePlusTech 21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech 21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech_21..
OnePlusTech 21..

Bxee2

BC Flag: Point-To-Point (@)

368]

[Source BD_ADDR: fd:dl:c@:cc:f6:c2 (fd:dl:c@:cc:f6:c2)]

[Source Device Name: UD24 BLE]

[Source Role: Unknown (@)]
[Destination BD_ADDR: OnePlusTech_21:03:64 (c@:ee:Th:21:83:64)]
[Destination Device Name: OnePlus One]
[Destination Role: Unknown (@)]
[Current Mode: Unknown (-1)]

~ Bluetooth L2CAP Protocol

Length: 23
CID: Attribute Protocol (@x@ee4)
~ Bluetooth Attribute Protocol
b Opcode: Handle Value Notification (@x1b)
~ Handle: @xe@@c (Device Information)
[UWID: Device Information (@x18@a)]

Value: ffs5elaseeelf

82 @2 20 1b 80 17 8@ 84 @@ 1b 8c @8 ff 55 01 @3
80 @1 2 00 60 00 0@ @2 00 90 00 00 G0 08 00 68

Help

Protocol Length Info

ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT

Packet (2)

28
32
28
32
28
32
28
52
28
32
28
53
28
32
28
32
28
52
28
32
28
53
28
32
28
£
28
52

Revd
Revd
Rcvd
Revd
Revd
Revd
Revd
Rcvd
Rcvd
Revd
Revd
Revd
Rcvd
Revd
Revd
Revd
Revd
Rcvd
Revd
Revd
Revd
Revd
Rcvd
Revd
Revd
Revd
Rcvd
Rcvd

Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle

Value
Value
Value
Value
Value
Value
Value
Value
Value
Value
Value
Value
Value
Value
Value
Value
Value
Value
Value
Value
Value
Value
Value
Value
Value
Value
Value
Value

Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,
Notification,

O

Handle: @x888c (Device Information)
Handle: @x@@@c (Device Information)
Handle: @x@@@c (Device Information)
Handle: @x@@@c (Device Information)
Handle: @x@@@c (Device Information)
Handle: @x888c (Device Information)
Handle: @x@@@c (Device Information)
Handle: @x@@@c (Device Information)
Handle: @x@@@c (Device Information)
Handle: @x@@@c (Device Information)
Handle: @x888c (Device Information)
Handle: @x@@@c (Device Information)
Handle: @x@@@c (Device Information)
Handle: @x@@@c (Device Information)
Handle: @x@@@c (Device Information)
Handle: @x808c (Device Information)
Handle: @x@@@c (Device Information)
Handle: @x@@@c (Device Information)
Handle: @x@@0c (Device Information)
Handle: @x@@@c (Device Information)
Handle: @x88@c (Device Information)
Handle: @x@@@c (Device Information)
Handle: @x@@@c (Device Information)
Handle: @x@@8c (Device Information)
Handle: @x@@@c (Device Information)
Handle: @x88@c (Device Information)
Handle: @x@@@c (Device Information)
Handle: @x@@8c (Device Information)

r

HCI Packet Type: ACL Data (8x82)
~ Bluetooth HCI ACL Packet
. @900 @0ed @010 = Connection Handle: @x882

..1@ .... .... .... = PB Flag: First Automatically Flushable Packet (2)
@d.. .... .... .... = BC Flag: Point-To-Point (@)

Data Total Length: 23

Data

[Connect in frame: 368]
[Source BD_ADDR: fd:dl:c@:cc:f6:c2 (fd:dl:c@:cc:f6:c2)]
[Source Device Name: UD24 BLE]
[Source Role: Unknown (@)]
[Destination BD_ADDR: OnePlusTech_21:83:64 (c@:ee:Tb:21:83:64)]
[Destination Device Name: OnePlus One]
[Pestination Role: Unknown (@) ]
[Current Mode: Unknown (-1)]
~ Bluetooth L2CAP Protocol
Length: 19
CID: Attribute Protocol (@x@ee4)
~ Bluetooth Attribute Protocol
b Opcode: Handle Value Notification (@x1b)
* Handle: @x@e@c (Device Information)
[UUID: Device Information (8x18@a)]
Value: @@ealc 8bb ddee77

00028 ©2 @2 28 17 60 13 @@ @4 60 1b Oc 80 8@ 80 1c @8
22 @2 @@ 3c b b8 @@ @@ 03 dd ee 77 < w



We get full Bluetooth LE stack

- - - o’

Full GATT protocol details

MACs and direction

. r _r . o W a

Payloads

Timestamps

—~



Ok, how Tor a | TAORODYE 01
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This Photo by Unknown Author is licensed under CC BY-NC


https://www.flickr.com/photos/richardnix/6939104627/
https://creativecommons.org/licenses/by-nc/3.0/

# Frame 588: 32 bytes on wire (256 bits), 32 bytes captured (256 bits)
* Bluetooth

[Source: fd:dl:c@:cc:fB:c2 (fd:dl:c@:cc:T6:c2)]

[Destination: OnePlusTech _21:83:64 (c@:ee:fb:21:83:64)]
* Bluetooth HCI H4

[Direction: Rcwvd (@x@1)]

HCI Packet Type: ACL Data (@x82)
* Bluetooth HCI ACL Packet

2808 coge eela

cuan C ti Handle: @x8@2
SO Wh at are We S P:nrlli;gtugir:: P.Etc:matically Flushable Packet (2)

BB.. .... sv.s «a... = BC Flag: Point-To-Point (@)
Seeing Data Total Length: 27

Data

[Connect in frame: 368]

[Source BD ADDR: fd:dl:c@:cc:f6:c2 (fd:dl:c@:cc:fB:c2)]

» Attribute handle new-value ource Roles Unkmoun (0]
notifications [Destination BD ADDR: OnePlusTech 21:03:64 (c@:ee:fb:21:03:64)]

[Destination Device Name: OnePlus One]

* Two PDUS: one with 20 byteS, one [Destination Role: Unknown (@)]
with 16 [Current Mode: Unknown (-13)]
* Bluetooth L2CAP Protocol
* ff5501030001f20000000000000000 Length: 23

000000000000001c000000003c0Obb SR e n e o | )

* Bluetooth Attribute Protocol

8000003dd001f * Opcode: Handle Value Notification (@xlb)
@... .... = Authentication Signature: False
.@8.. .... = Command: False

..81 1811 = Method: Handle Value Notification (@xlb)
* Handle: @x888c (Unknown: Unknown)
[Service UUID: Unknown (@xffed)]
[UUID: Unknown (@xffel)]
Value: ff55818362011166200206000000000022080000



That’s a pile of
garbage

So let’s crack open the APK




Cod

P
N

1983 warnings



@ File View Mavigation Teels Plugins Help *U_Meter - jadx-gui
B E S B2 &k Q . I 1% B K
U_Meter.apk ¢, BLEService £, UWUIDs €, SegmentControl ¢, ACFragment g, BuildConfig €, MainActivity €, MainActivity$$viewBinder Y
B Inputs
. package com.tang.etest.e_test.Model;
Iz Files -
U _Meter.apk import android.app.Service;
b= Scripts import android.bluetooth.BluetcothAdapter;
Source code import android.bluetooth.BluetoothDevice;
import android.bluetooth.BluetoothGatt;
android import android.bluetooth.BluetoothGattCallback;
androidx import android.bluetooth.BluetcothGattCharacteristic;
: import android.bluetooth.BluetoothGattDescriptor;
butterknife import android.bluetooth.BluetoothGattService;
com import android.bluetooth.BluetoothManager;
github.mikephil.charting import android.content.Context;
tang.etest.e test %mport andro%d.content.lntent;
- import android.content.SharedPreferences;
Model import android.os.Binder;
¢, BLEService import android.os.Handler;
& AnonymousClassl %mport andro%d.os.IBinder;
import android.os.Looper;
&, AnonymousClass2 import android.preference.PreferenceManager;
¢, MyBinder import android.support.annotation.nullable;
e import android.util.log;
fs ALL_VALUE Strin
N — = ) import android.widget.Toast;
fs BLUETOOTH_DEVICE String import java.util.Iterator;
fs CONTENT_DEVICE String import java.util.List;
fo CONTENT_STATUS boolean import java.util.Timer;
- i . import java.util.TimerTask;
fs bluetooth_device address String import java.util.UUTD;
fe mAdapter BluetoothAdapter
* Fem - *
fo mBluetoothGatt BluetoothGatt /* Loaded from: classes.dex */ .
P ~ 35 public class BLEService extends Service {
s context Lontext public static final String ALL VALUE = "ALL VALUE";
fe mSharedPreferences SharedPreferenc public static final String BLUETOOTH_DEVICE = "BLUETOOTH_DEVICE";
fy binder SLESE"ICES‘JSI'TC]E" public static final String CONTENT_DEVICE = "CONTENT_DEWICE";
. e e public static boolean CONTENT_STATUS = false;
fo mLeScanCallback BluetoothAdaptersl public static String bluetocoth_device_address = "";
fe mGattCallback BluetoothGattCallbac private static BluetoothAdapter madapter;
f valueStr String public static BluetcothGatt mBluetoothGatt;
®{ } void private Context context;
seey VoL private SharedPreferences mSharedPreferences;
m BLEService() void private MyBinder binder = new MyBinder();
m access$008(BLEService) SharedPrefe public BluetoothAdapter.LeScanCallback mLeScanCallback = new BluetcothAdapter.LeScanCallback() { // from class: com.tang.etest.e_test.lodel.BLEService. 1
. . @override // android.bluetooth.BluetoothAdapter. leScanCallback
m o £
" broadcastByte(String, byte[]) void 123 public void cnlLeScan(BluetoothDevice bluetocthDevice, int i, byte[] bArr) |

m, broadcastConnect(String, boolean)
m, broadcastUpdate(String, BluetoothD 135
m, broadcastValuelpdate(String, Strin

my connect({String) void 143
my getmAdapter() BluetoothAdapter 144
m, getmBluetoothGatt() BlustoothGatt 143
m, initBluetooth() wvoid tao

my onBind (Intent) IBinder

m, onCreate() void

m, onDestroy() void

m, onStartCommand(Intent, int, int) i
my onUnbind(Intent) boolean

T Y Y

Log.i("$3#F]", bluetoothDevice.getName() + "rssi” + i);

r

if (bluetoothDevice.getName() == null) {

return;
1

}
if (bluetoothDevice.getAddress().equals(BLEService.bluetooth_device_address)) {

BLEService.this.scan(false);

BLEService.this.connect(BLEService.bluetooth_device_address);

1

1
BLEService.this.broadcastUpdate(BLEService.BLUETOOTH_DEVICE, bluetcothDevice);

1
J
1.
I3

private final BluetcothGattCallback mGattCallback = new AncnymousClass2();

string walueStr =

@override // android.app.Service
public void onCreate() |

£ FieldCollectionViewBind: 3 -~



This seems like a good start!

* 2 hours of clicking around like a dumdum later...

;]

B e B e e e = e I e i = T )

double d = ((bArr[4] & 255) * 65536) + ((b&rr[5] & 255) * 256) + (bArr[6] & 255);
Double.isNaN(d);

Float valueOf4 = Float.valuedf((float) (d / 1e.&d));

double d2 = {{bArr[7] & 255) * 65536) + ((bArr[8] & 255) * 256) + (bArr[9] & 255);
Double.isNaN{d2);

valueOf2 = Float.valueOf((float) (d2 / 1eee.ed));

double d3 = ((bArr[18] & 255) * 85536) + ((bArr[11] & 255) * 258) + (bArr[12] & 255);
Double.isNaN{d3);

valuedf3 = Float.valueOf|(float) (d3 / 1@.8d));

this.textUoltagF.setTextidecimalFDrmatE.farmativalueﬂf4? + "Wy
this.textCurrent.setText(decimalFormat3. format(valuedf2) + "4"Y;

this.textPower.setText(decimalFormatd. format(valuedf3) + "W");
TextView textVWiew = this.textFactor;



Put them together, and we can
probably make sense of this

| The BLE dump gives us PDU
Huzzah‘ structure, and GATT details

The APK gives us content layout

and parsing behaviours

This Photo by Unknown Author is licensed under CC BY-SA-NC


https://tonyburgess1969.net/2018/06/15/wow-the-weekend-is-here-yay/
https://creativecommons.org/licenses/by-nc-sa/3.0/




Ask
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