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Disclaimer #1

I’m not a BurpSuite Expert!



Disclaimer #2

Why not OWASP ZAP?



HTTP 101 - Intro

https://developer.mozilla.org/en-US/docs/Web/HTTP/Overview

https://developer.mozilla.org/en-US/docs/Web/HTTP/Overview


HTTP 101 - Timeline

https://www.polyglotdeveloper.com/timeline/2016-08-22-HTTP-Protocol-timeline/

https://www.polyglotdeveloper.com/timeline/2016-08-22-HTTP-Protocol-timeline/


Request - Client

https://developer.mozilla.org/en-US/docs/Web/HTTP/Overview

https://developer.mozilla.org/en-US/docs/Web/HTTP/Overview


Response - Server

https://developer.mozilla.org/en-US/docs/Web/HTTP/Overview

https://developer.mozilla.org/en-US/docs/Web/HTTP/Overview


HTTP Requests Demo



HTTP Headers

• Allow the client and the server to pass additional information with 

the request or the response

• Used in Name:Value format

• Can be grouped in four different categories:

• General Header

• Request Header

• Response Header

• Entity Header

https://developer.mozilla.org/pt-PT/docs/Web/HTTP/Headers

https://developer.mozilla.org/pt-PT/docs/Web/HTTP/Headers


HTTP Methods

• GET - Request data from a specific resource.

Ex: GET /form.php?param1=x&param2=y

• POST - Send data to be processed

Ex: POST /form.php HTTP / 1.1

Host: www.site.ca

param1=x&param2=y



Other HTTP Methods

HEAD - Same as GET but only returns headers

PUT - Puts a certain resource on the server.

DELETE - Remove certain resource.

OPTIONS - Returns the methods supported by server

TRACE - Echoes the received request to check if  any 

changes have been made by intermediate servers.



HTTP Status Codes

They are divided into 5 categories:

• Informational (100-199)

• Success (200-299)

• Redirect (300-399)

• Client Error (400-499)

• Server Error (500-599)

http://en.wikipedia.org/wiki/List_of_HTTP_status_codes

http://en.wikipedia.org/wiki/List_of_HTTP_status_codes


Sessions and Cookies

• To manage the client session (Session ID)

• Reminds server of user and their preferences

• Are subject to capture, manipulation and fraud, if 

not protected

• Widely used in most web applications today



Encoding x Hash x Crypto

• Encoding - HTML, URL, Unicode, Base64

Not encryption, can be reversed. Ex: dGhlbG9uZ2Nvbgo=

• Hash - SHA-1, SHA-2, bcrypt, scrypt, PBKDF2, argon2

It's not encryption, it's one-way functions and can't be reversed. Used 

for integrity and passwords. Ex: 9E107D9D372BB6826BD81D3542A419D6

• Encryption - DES, RSA, AES

Encryption itself can be reversed but need the cryptographic key. Used 

mostly for Confidentiality. Can be Symmetric or Asymmetric



Proxy

https://en.wikipedia.org/wiki/Proxy_server

https://en.wikipedia.org/wiki/Proxy_server


Burp Suite

• It is an intercepting HTTP proxy (and WebSockets)

• An integrated platform for performing security 

testing of web applications

• Developed and maintained by PortSwigger

• It currently has three editions: Community, 

Professional and Enterprise

• Written in Java



Burp Suite Community



Burp Suite Community



Burp Pentest Workflow



OWASP Vulnerable Web Applications Directory 

Project

https://www.owasp.org/index.php/OWASP_Vulnerable_Web_Applications_Directory_Project

https://www.owasp.org/index.php/OWASP_Vulnerable_Web_Applications_Directory_Project


Burp Demo



Burp Suite Configuration

• Use a browser extension like FoxyProxy or SwitchyOmega to 

quickly enable or disable Burp

• Make sure you add Burp’s SSL certificate to the browser

• Other things that might be useful:

• Add your target to the scope

• Disable browser XSS Protection

• Disable intercept by default



Burp Suite Documentation



Extender - BApp Store



Proxy - Options



Proxy - Intercept



Proxy - HTTP History



Proxy - HTTP History



Dashboard v2.x



Spidering



Target - Site Map



Target - Scope



Intruder - Target 



Intruder - Positions



Intruder - Payloads



Intruder - Options



Repeater



Comparer



Decoder



Next Steps

Take a look at Burp’s Extensions:

• Auto-Repeater

• Turbo Intruder

Checkout The Cyber Mentor’s Web Hacking Course: 
https://www.youtube.com/playlist?list=PLLKT__MCUeixCoi2jtP2Jj8nZzM4MOzBL

https://www.youtube.com/playlist?list=PLLKT__MCUeixCoi2jtP2Jj8nZzM4MOzBL


Thank you! Obrigado!

Questions?

Contacts:

@magnologan

magnologan at gmail dot com
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