
AntiVirus Evasion 
Techniques and Tools

Or, How I Learned to Stop Worrying and Love 
Windows Defender



About Me

● Travis Friesen
○ Contact: travis@flyingfortressit.ca
○ BSc, MSc, GXPN, GWAPT



Job[0]

● IT Security at MERLIN

● MERLIN: Chief Internet and Internet Services provider for Education in 
Manitoba

○ Provide expertise and advice to education IT

● Wear every Infosec hat imaginable (that is white)



Job[1]

● Co-Founder of Flying Fortress IT
○ With Mike Himbeault

● Offering Cloud and InfoSec expertise to Small and Medium business
○ Come talk to us

● Help bridge critical skills gap to smaller IT departments



DISCLAIMER
Use this knowledge for Good, not Evil





Anti-Virus
A People’s History





Signatures

● Vary in complexity

● Most basic: File hashes
○ Easy, simple

■ Also easy to evade

● More advanced: Sections, blocks and strings

● (Probably) Still the #1 method for detecting viruses



Heuristics

● Files are given a ‘score’ based on how much weird stuff is in it

● Ex. Lots of nops, strings, uncommon library calls, strange instructions, etc

● Tuning the score threshold is challenging
○ Can lead to false positives

● Can be used during both static and dynamic analysis



Behavioural

● What does it do once run?

● Suspicious activity like DNS queries or network traffic, certain library calls, 
reading or modifying files in certain locations

● Outright red flags like unpacking or self-modifying code, process or DLL 
injection, monitoring keystrokes

● Starts to blur the line between AV and HIDS



Sandboxing



The Tools



Methodology

● Discuss popular tools, demonstrate use
○ Use similar options and payloads across toolchains

● Sorry to pros
○ Nothing revolutionary here

● Upload my samples to VirusTotal to see how they do
○ Don’t do this in real life



The Tools
msfvenom

























The Tools
Packers (UPX)









The Tools
Back to msfvenom (templates)













The Tools
Veil-Evasion













Veil-Evaded, Notably
● Avast

● AVG

● BitDefender

● ClamAV

● Fortinet



Not evaded, notably

● Kaspersky

● ZoneAlarm

● ESET-NOD32

● Microsoft/Windows Defender













Not evaded, notably

● Kaspersky

● ZoneAlarm

● ESET-NOD32

● Microsoft/Windows Defender



The Tools
Shellter



● Dynamic shellcode injection tool
○ Injects shellcodes into existing 32-bit windows executables

● Similar in principle to specifying templates for msfvenom
○ But with important differences!

● Shellter makes use of existing binary’s structure
○ No new sections, no memory allocation or changing execute permissions

■ Things that are all apt to trigger AV

● Searches for ‘code caves’ between functions and blocks to hide payload















Not evaded, notably

● Kaspersky

● ZoneAlarm

● ESET-NOD32   

● Microsoft/Windows Defender





The Tools
Msfvenom, encryption, and you!



Encryption

● Payload is encrypted, decrypt before running
○ Good vs static analysis
○ Little benefit to behavioural or run-time analysis

● msfvenom added AES, RC4, XOR and ‘Base64’ in version 5
○ Decryption routines not included - have to roll your own









The Tools
...and many more!



● Sharpshooter

● Pupy

● NXCrypt

● Tons of others I haven’t heard about



Advanced Techniques
Not demonstrated here



Really Big Files

● Yes, really
○ More prevalent in Ye Oldene Dayse

● VirusTotal tops out at 550MB
○ About 12 AV solutions “Unable to process file type” at 470MB

■ And 1 false positive
○ May do more limited scanning on larger files

● Makes sense, though
○ Too slow, unlikely to carry malware



Separation

● Put your payload in one file, execute it from another

● Eg. an exe that calls a DLL
○ AV traditionally less good at scanning DLLs

● More challenging to deliver



Code Signing

● Many AVs aren't as rigorous with signed binaries

● Doesn’t even need to be a valid cert or signature
○ However, user will get an warning message

● Easy enough to obtain your own



Takeaways



Just about any AV suite can be bypassed 
given enough effort and time



● Yes, even the big names

● Some more effective than others



Red Teams: Recon and Research is key 
to success



● Knowing what AV suite your target is using is essential to getting payloads 
past the scanners

● One-size-fits-all evasions are becoming less common, more expensive, and 
are quickly adapted to



Don’t Not Use Anti-virus



● Argument: ultimately ineffective AND can also increase attack surface
○ A number of vulnerabilities afflicting popular AV suites

■ Typically allowing privilege escalation

● Still better than nothing

● Good at catching the 90+%  of malware floating around



AV-Comparatives is a Joke



● eg. “Avast has a 99.3% online detection rate”
○ September 2019 test

● Meaningless numbers
○ All suites above 98.8% detection rate
○ 99.3% vs 99.4% when it comes to detecting known malware? Who cares?

● You’re doing it (comparing AV suites) wrong



Questions
Answers optional


