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Hello + basic disclaimer

I’m Rob Keizer.

I’m speaking as myself.

This is an introduction to pledge.



What we’re covering

● Why does pledge exist?

● Surely this existed before…

● Recent(ish) history and why I’m talking about it.

● Basic usage of pledge.

● That’s it. Seriously.



Why does pledge exist?

Programs

Well designed 
programs

Secure programs

● Programs do a bunch of stuff

● Most security issues are in programs

● Programs know what they should do 

● Operating systems provide system calls

● Why not limit the system calls?



This seems familiar …

  

apparmor

Linux kernel module; 
Profile based.

1998

  

selinux

Linux kernel module; ACL 
based.

2000

  

seccomp

Linux kernel based; 
system calls

2005

  

capsicum

FreeBSD kernel based; 

2012

  

pledge

OpenBSD kernel based; 
“ported” to Linux 
(polyfilled to seccomp)

2016

Linux Security Modules



● Similar but different

● LSMs hook on kernel objects

● seccomp limits system calls

LSMs vs seccomp

User Program

● Apparmor/SELinux use LSM 

● OS applies LSMs

● Apps use seccomp



Back to pledge

● Native to OpenBSD

● Similar(ish) to seccomp
○ Generalization; Don’t hate me.

● int pledge(const char *promises, const char *execpromises);
○ promises are groups of system calls; “stdio”, “rpath”, “wpath”, “inet”, “proc”, “exec”, etc…

○ execpromises are inherited by children

● Sane abstractions that are similar to FreeBSD capabilities 



Actually usable!

Promise to BPF

Recent(ish) history

● Polyfilled to Linux in 2022
○ SECCOMP BPF by Justine Tunney

● Hashicorp nomad community driver
○ More secure replacement for raw_exec

○ July 2023



Basic usage of pledge



Basic usage of pledge



Basic usage of pledge



Basic usage of pledge



That’s it
questions and/or heckles


