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why do | listen

My journey began with MS-DQOS, FreeBSD 3.1, and Debian Potato
Before | knew that it was a journey my first pet was a knockoff of ZX80

| have MSc in info sec from ©7% and a few info sec certs

e
1 ey

14
-y
="

As a teenager | got inspired by & 4?\?’: » to try that “info sec” of theirs

Now | work as an AVP Enterprlse Securlty Architect



why does he talk about it

An idea haunted me after a question during my 2018 B-sides talk

Can
« a security state of solutions, before deployment, be evaluated
. via test driven approach and will

- the community be interested in contributing



are you reinventing the wheel

| wasn’t able to find anything that is actively developing (7 years ago...)

site github.com test driven architecture Q
Q Al @images [ videos ENews @ Maps 3 Shopping % Settings — O bayeslife | tesl-driven-architecture Q Ty 0 3 > + - @17 &
® Caonada(en) »  Safe search: moderate ¥ Anytme * <> Code (-) !ssues I Pullreguests (~) Acticns = Projects () Security |~ Insights
https://github.ccm » topics » test-driven-development ‘ test-driven-architecture = @Watch 1 ~ ¥ Fork 0~ W Star 0 -
test-driven-development - GitHub Topics - GitHub
Add this topic to your repc. To asscociate your repository with the test-driven-develcpment topic, visit
your repc's landing page and select "manage topics” GitHub is where people bui'd scftware. More than ¥ master + P ibeanch G 0tags Gatofile Addfile - | <> Code =  About
100 million cecple use GitHLUD to discover, fork, and contribute 1o over 330 million projects i : P -
Na description, webpsite, ar tapics
’ bayeslife Updated 703395 onFeb 26,2017 {11 commits providad.
https:/glthub.ccm » topics : test driven-deslgn 00 Resdme
N . . . i B client Updated 7 years ago ey
lest-driven-design - GitHub Topics - GitHub SR
GitHub is where people buld software. More than 94 million people use GitHub o discover, fork, and I features Updated 7 years 330 4 Datars
contribute to over 330 million projects. ... Add & description, image, and |inks to the test-driven-design B mock Yrer 7 years ago N ——
lopic page so thal developers can more easly learn about it. Curate th's Lopic Acd this topic Lo your... = TSI
B sc Updated ! years 2go Y 0 forks
|® _gitignore Updated ! years 2go S

58 https://microscfigithub.io » code-with-engineering-playbook » automated-testing » unit-testing » ,
Test-Driven Development Example - Code With Engineering Playb

https://github.ccm » bayeslife » test-driven-architecture

GitHub - bayeslife/test-driven-architecture

Solution Overview A page contain'ng a table with bedges that call out to Invoke tests releven: to
infrastructure spedific to a selution. Representatian The solution is to be reprezented as an
architecture ; In terms of environments, cocnnected zones, virtual and physical Interface components,...



what is the test driven delivery

Tests that can be easily written and edited by humans

 there are frameworks that can help to create tests (e.g. NIST SP 800-53,
OWASP)

Tests that can be easily interpreted and evaluated by machines
Tests that can be executed anywhere(ish)

Tests that are driving architecture and design aka requirements
Results that can answer “Is it secure?”

Results that can drive the risk based decision making



what does it solve for

- Unpatched vulnerabilities

» |Security misconfigurations

« Weak, leaked, and stolen credentials

 Social engineering

e |Insider threats

Where did you get those ideas?

*Mandiant: https://www.mandiant.com/resources/insights/targeted-attack-lifecycle
*Kaspersky: https://usa.kaspersky.com/blog/most-common-initial-attack-vectors/25557/

*Cybersecurity Threats, Malware Trends, and Strategies, Tim Rains



https://www.mandiant.com/resources/insights/targeted-attack-lifecycle
https://usa.kaspersky.com/blog/most-common-initial-attack-vectors/25557/

can we do everything as code

workspace {
model {
user = person "User"
softwareSystem = softwareSystem "Software System" {

webapp = container "Web Application" {

user -> this "Uses" Software System
o [(Softwvare System)

}

container "Database" {

[Person]

webapp -> this "Reads from and writes to"

] System Context diagram for Software System
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include *
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container softwareSystem {
include *
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Container diagram far Software System




how could we do it
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® Structurizr

« C4 and structurizr https://structurizr.com/

» Gherkin https://cucumber.io/blog/bdd/gherkin-rules/
» Open Policy Agent https://www.openpolicyagent.org/

« Your choice of CI/CD; it is Jenkins for this purpose

« Your choice of 1aC, PaC; it is Terraform for this purpose


https://structurizr.com/
https://cucumber.io/blog/bdd/gherkin-rules/
https://www.openpolicyagent.org/

areyou in

« code and data driven decisions via human friendly code
» executed via Test Driven Delivery orchestration with the existing tools

« OSS community support to exhaust the test cases beyond any
framework



