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What This Isn't

Advanced evasion topics

Unhooking

Evading runtime checks (mostly)

Comms
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What This Is

Intro to AV/EDR Evasion

Getting your payload on disk / in memory

Evading common (brittle) detections

Defeating entropy checks
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Things that

get you caught



Sticking w/ Defaults

MSBuild template / scripts / etc.

Not changing variable & function names
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Sticking w/ Defaults

MSBuild template / scripts / etc.

Not changing variable & function names
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This is more of a comment…

Not removing comments

https://pentestarmoury.com/2016/01/30/powerview-caught-by-symantec-endpoint-protection/

https://www.blackhillsinfosec.com/bypass-anti-virus-run-mimikatz/
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Captain Obvious

Not obfuscating common code exec patterns

Applies to scripts, templates, & compiled code
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String Theory

https://redsiege.com/tools-techniques/2021/08/bypass-sig-av/
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More on this in a bit…



Evasion



https://i.imgur.com/
1I1buxq.jpg
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Suboptimal Optimization
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Suboptimal Optimization
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WAT?!?!
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What's in a Name
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Rename your EntryPoints

https://docs.microsoft.com/en-
us/dotnet/framework/interop/specifying-an-entry-
point#renaming-a-function-in-c-and-c

https://docs.microsoft.com/en-
us/dotnet/api/system.runtime.interopservices.dllimportattr
ibute?view=net-6.0
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What's in a Name
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What's in a Name
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https://www.jokejok.com/wp-content/uploads/2022/02/trying-to-blend-in-on-reddit-after-being-gone-since-385828.png



Obfuscating Shellcode
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Shellcode as UUID

https://research.nccgroup.com/2021/01/23/rift-analysing-a-lazarus-
shellcode-execution-method/

https://blog.securehat.co.uk/process-injection/shellcode-execution-via-
enumsystemlocala

https://github.com/boku7/Ninja_UUID_Runner/blob/main/bin2uuids.py
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Obfuscating Shellcode
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Reverse shellcode bytes

Break into chunks

Divide code into two arrays - even & odd bytes

Steganography
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Sprechen vou Español
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Entropy



… Entropy?

Disclaimer - I am not a mathematician

https://en.wikipedia.org/wiki/Entropy_(information_theory)

https://en.wikipedia.org/wiki/Kolmogorov_complexity#Compr
ession
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… Entropy?

Roughly - high entropy = more random

Higher entropy = less compressible

Problem - we encrypt shellcode to evade

Encrypted shellcode = more random = higher entropy

redsiege.com 27© Red Siege

https://redsiege.com/
https://redsiege.com/


(don't) Randomize All The Things

Changing default variable/function names is good

Random characters could be bad

Avoid temptation to use random stings for names

Use two-word pairs: "SplendidDragon", 
"ObfuscatedDiamond", "RollyPolly", etc.
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How to Lower Entropy?

Languages are not random

http://cobweb.cs.uga.edu/~perdisci/CSCI6900-
F10/WWhiteside_Presentation2.pdf

https://www.cs.jhu.edu/~sam/ccs243-mason.pdf
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Why Entropy?
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Just slap it in there
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Just slap it in there
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Dear Cylance

https://skylightcyber.com/2019/07/18/cylance-i-kill-you/
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PUMP UP THE JAM
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AV/EDR (may) skip sandbox analysis on large files

Size needed depends on engine

Some engines have no default minimum (Defender)

Padding with random or null bytes may trigger detection

https://github.com/Hardwaterhacker/DigDug
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Evasion



Jargon

Jargon

/ˈjärɡən/

noun: jargon; plural noun: jargons

Definition: special words or expressions that are used by a 
particular profession or group and are difficult for others to 
understand.
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Taking it Further

Encode shellcode as English words

Avoids raw shellcode

Decreased entropy
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The Basics

We can store shellcode as 0x00

We can also store it as an int

0 = 0x00
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How it Works

Create a translation table

Source words could be anything 
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How it Works

Create a translation table

0 / 0x00: attending

1 / 0x01: promptly

Etc…
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How it Works

Encode your shellcode
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How it Works

Decode at runtime
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The Results

Bigger than appending, smaller than compiled array, lower 
entropy than encrypted shellcode
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Try it Yourself

https://github.com/hardwaterhacker/jargon
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Misc.



😎🤷‍♂️👀

Shellcode as emoji

https://github.com/RischardV/emoji-shellcoding
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Arsenal Kit

Cobalt Strike default artifacts heavily signatured

Simply recompiling Artifact Kit can be enough to bypass AV

Modify or extend techniques

Obfuscate

Change injection techniques

https://www.cobaltstrike.com/help-artifact-kit
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Resources



Learn.rc

https://institute.sektor7.net/red-team-operator-malware-
development-essentials

https://institute.sektor7.net/rto-maldev-intermediate
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Mike Saunders

mike@redsiege.com

@hardwaterhacker

@RedSiege

redsiege.com/discord

QUESTIONS?
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